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§ 1210.6 Test preparation and conduct. 
(a) Programming by user. The user will 

be given the greatest possible freedom 
within the objectives of the scheduled 
program to obtain the quality and 
quantity of information desired, to de-
termine the sequence and number of 
test runs to be made, and to make 
modifications to the program arising 
from the results obtained, subject to 
requirements of safety, energy con-
servation, practicability, and the total 
time assigned. 

(b) Model systems criteria. Information 
will be furnished for each facility on 
the permissible size of model, standard 
balances, safety margins to be used in 
the design of models, model mounting 
details, and other pertinent factors. All 
model systems criteria required by the 
facility for safety consideration includ-
ing the necessary drawings and stress 
analyses of the articles to be tested 
will be furnished at a time specified by 
the facility staff for their use in pre-
paring for the test. 

(c) Instrumentation. Each facility will 
provide basic instrumentation suitable 
for the test range of the respective fa-
cility and computing equipment for the 
reduction of test data. If the basic in-
strumentation furnished by the facility 
does not meet these test requirements, 
the user will provide suitable instru-
mentation which will be calibrated by 
the facility staff to ensure accuracy of 
measurement. This Instrumentation 
will be made available sufficiently in 
advance of the test date to accomplish 
the calibration. Serious delays arising 
from inaccuracies in user supplied in-
strumentation, if occurring during the 
scheduled test period, may result in re-
assignment of the position of the tests 
on the facility schedule. Detailed speci-
fications and arrangements for special 
instrumentation will be established by 
mutual agreement. The user will be re-
quired to furnish all information nec-
essary to prepare the data reduction 
software program at a date specified by 
the facility staff. 

(d) Test program. All tests will be con-
ducted under NASA supervision and by 
NASA personnel or by NASA support 
service contractor personnel unless ap-
proved otherwise by the facility man-
ager. The test program shall be ap-
proved by NASA personnel before the 

test project is accepted. By agreement 
between the user (company representa-
tives or the requesting agency) and the 
center staff, changes in the test pro-
gram may be made within the objec-
tives of the scheduled program if time 
is available. When tests are not totally 
conducted by NASA personnel or by 
NASA support service contractor per-
sonnel, the NASA Field Installation 
Safety Officer shall verify that the user 
personnel are fully cognizant of facil-
ity safety problems and operations. A 
current SAR on the facility shall be 
available to the user personnel for re-
view. 

(e) Test data. The NASA staff will be 
responsible for obtaining all test data, 
its reduction to suitable coefficient 
form, and the accuracy of the final 
data, but NASA will assume no respon-
sibility for the interpretation of the 
data by others. Transmittal of the data 
will be made as soon as the test is com-
pleted and the data are deemed releas-
able by NASA. For company projects, 
the data will be transmitted as di-
rected by the company. The data for 
Government projects will be trans-
mitted simultaneously to the spon-
soring Government agency and the 
contractor (if applicable), unless other-
wise directed by the sponsoring agency. 

(f) Shops and office space. During the 
conduct of user testing, NASA will pro-
vide desk space and at least limited use 
of the shop facilities to the user whose 
projects are under test. 

(g) User furnished personnel. User per-
sonnel associated with each project 
will be agreed upon between the user 
and facility staff prior to the test.

PART 1211 [RESERVED]

PART 1212—PRIVACY ACT—NASA 
REGULATIONS

Subpart 1212.1—Basic Policy

Sec.
1212.100 Scope and purpose. 
1212.101 Definitions.

Subpart 1212.2—Access to Records

1212.200 Determining existence of records 
subject to the Privacy Act. 

1212.201 Requesting a record. 
1212.202 Identification procedures. 
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1212.203 Disclosures. 
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Subpart 1212.3—Amendments to Privacy 
Act Records
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1212.301 Processing the request to amend. 
1212.302 Granting the request to amend.
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1212.400 Appeals. 
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1212.500 Exemptions under 5 U.S.C. 552a (j) 
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1212.501 Record systems determined to be 
exempt.

Subpart 1212.6—Instructions for NASA 
Employees

1212.600 General policy. 
1212.601 Maintenance and publication re-

quirements for systems of records. 
1212.602 Requirements for collecting infor-

mation. 
1212.603 Mailing lists. 
1212.604 Social security numbers. 
1212.605 Safeguarding information in sys-

tems of records. 
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tions of records.

Subpart 1212.7—NASA Authority and 
Responsibilities

1212.700 NASA employees. 
1212.701 Assistant Deputy Administrator. 
1212.702 Associate Administrator for Man-

agement Systems and Facilities. 
1212.703 Headquarters and Field or Compo-

nent Installations. 
1212.704 System manager. 
1212.705 Assistant Administrator for Pro-

curement. 
1212.706 Delegation of authority.

Subpart 1212.8—Failure to Comply With 
Requirements of This Part

1212.800 Civil remedies. 
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AUTHORITY: The National Aeronautics and 
Space Act of 1958, as amended, 72 Stat. 429, 42 
U.S.C. 2473; the Privacy Act of 1974, as 
amended, 88 Stat. 1896, 5 U.S.C. 552a.

SOURCE: 57 FR 4928, Feb. 11, 1992, unless 
otherwise noted.

Subpart 1212.1—Basic Policy

§ 1212.100 Scope and purpose. 

This part 1212 implements the Pri-
vacy Act of 1974, as amended (5 U.S.C. 
552a). It establishes procedures for indi-
viduals to access their Privacy Act 
records and to request amendment of 
information in records concerning 
them. It also provides procedures for 
administrative appeals and other rem-
edies. This part applies to systems of 
records located at or under the cog-
nizance of NASA Headquarters, NASA 
Field Installations, and NASA Compo-
nent Installations, as defined in part 
1201 of this chapter.

§ 1212.101 Definitions. 

For the purposes of this part, the fol-
lowing definitions shall apply in addi-
tion to definitions contained in the 
Privacy Act of 1974, as amended (5 
U.S.C. 552a): 

(a) The term individual means a liv-
ing person who is either a citizen of the 
United States or an alien lawfully ad-
mitted for permanent residence. 

(b) The term maintain includes main-
tain, collect, use or disseminate. 

(c) The term record means any item, 
collection, or grouping of information 
about an individual including, but not 
limited to, education, financial trans-
actions, medical history, and criminal 
or employment history, and that con-
tains a name, or the identifying num-
ber, symbol, or other identifying par-
ticular assigned to the individual, such 
as a finger or voice print or a photo-
graph. 

(d) The term system of records means 
a group of any records from which in-
formation is retrieved by the name of 
the individual or by some identifying 
number, symbol or other identifying 
particular assigned to the individual. 

(e) The term system manager means 
the NASA official who is responsible 
for a system of records as designated in 
the system notice of that system of 
records published in the FEDERAL REG-
ISTER. When a system of records in-
cludes portions located at more than 
one NASA Installation, the term system 
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manager includes any subsystem man-
ager designated in the system notice as 
being responsible for that portion of 
the system of records located at the re-
spective Installation. 

(f) The term systems notice means, 
with respect to a system of records the 
publication of information in the FED-
ERAL REGISTER upon establishment or 
revision of the existence and character 
of the system of records. The notice 
shall include that information as re-
quired by 5 U.S.C. 552a(e)(4). 

(g) The term routine use means, with 
respect to the disclosure of a record, 
the use of the record for a purpose 
which is compatible with the purpose 
for which it was collected. 

(h) The term NASA employee or NASA 
official, particularly for the purpose of 
§ 1212.203(g) related to the disclosure of 
a record to those who have a need for 
the record in the performance of their 
official duties, includes employees of a 
NASA contractor which operates or 
maintains a NASA system of records 
for or on behalf of NASA. 

(i) The term NASA information center 
refers to information centers estab-
lished to facilitate public access to 
NASA records under part 1206 of this 
chapter. See § 1206.401 of this chapter 
for the address of each NASA informa-
tion center.

Subpart 1212.2—Access to 
Records

§ 1212.200 Determining existence of 
records subject to the Privacy Act. 

The procedures outlined in this sub-
part 1212.2 apply to the following types 
of requests under the Privacy Act made 
by individuals concerning records 
about themselves: 

(a) To determine if information on 
the requester is included in a system of 
records; 

(b) For access to a record; and 
(c) For an accounting of disclosures 

of the individual’s Privacy Act records.

§ 1212.201 Requesting a record. 
(a) Individuals may request access to 

their Privacy Act records, either in 
person or in writing. 

(b) Individuals may also authorize a 
third party to have access to their Pri-
vacy Act records. This authorization 

shall be in writing, signed by the indi-
vidual and contain the individual’s ad-
dress as well as the name and address 
of the representative being authorized 
access. The identities of both the sub-
ject individual and the representative 
must be verified in accordance with the 
procedures set forth in § 1212.202 of this 
part. 

(c)(1) Requests must be directed to 
the appropriate system manager, or, if 
unknown, to the NASA Headquarters 
or Field Installation Information Cen-
ter. The request should be identified 
clearly on the envelope and on the let-
ter as a ‘‘Request Under the Privacy 
Act.’’

(2) Where possible, requests should 
contain the following information to 
ensure timely processing: 

(i) Name and address of subject. 
(ii) Identity of the system of records. 
(iii) Nature of the request. 
(iv) Identifying information specified 

in the applicable system notice to as-
sist in identifying the request, such as 
location of the record, if known, full 
name, birth date, etc. 

(d) NASA has no obligation to com-
ply with a nonspecific request for ac-
cess to information concerning an indi-
vidual, e.g., a request to provide copies 
of ‘‘all information contained in your 
files concerning me,’’ although a good 
faith effort will be made to locate 
records if there is reason to believe 
NASA has records on the individual. If 
the request is so incomplete or incom-
prehensible that the requested record 
cannot be identified, additional infor-
mation or clarification will be re-
quested in the acknowledgement, and 
assistance to the individual will be of-
fered as appropriate. 

(e) If the information center receives 
a request for access, the Information 
Center will record the date of receipt 
and immediately forward the request 
to the responsible system manager for 
handling. 

(f) Normally, the system manager 
shall respond to a request for access 
within 10 work days of receipt of the 
request and the access shall be pro-
vided within 30 work days of receipt. 

(1) In response to a request for ac-
cess, the system manager shall: 
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(i) Notify the requester that there is 
no record on the individual in the sys-
tem of records and inform the re-
quester of the procedures to follow for 
appeal (See § 1212.4); 

(ii) Notify the requester that the 
record is exempt from disclosure, cite 
the appropriate exemption, and inform 
the requester of the procedures to fol-
low for appeal (See § 1212.4); 

(iii) Upon request, promptly provide 
copies of the record, subject to the fee 
requirements (§ 1212.204); or 

(iv) Make the individual’s record 
available for personal inspection in the 
presence of a NASA representative. 

(2) Unless the system manager agrees 
to another location, personal inspec-
tion of the record shall be at the loca-
tion of the record as identified in the 
system notice. 

(3) When an individual requests 
records in a system of records main-
tained on a third party, the request 
shall be processed as a Freedom of In-
formation Act (FOIA) request under 14 
CFR part 1206. If the records requested 
are subject to release under FOIA (5 
U.S.C. 552(b)), then a Privacy Act ex-
emption may not be invoked to deny 
access. 

(4) When an individual requests 
records in a system of records main-
tained on the individual, the request 
shall be processed under this part. 
NASA will not rely on exemptions con-
tained in FOIA to withhold any record 
which is otherwise accessible to the in-
dividual under this part.

§ 1212.202 Identification procedures. 
(a) The system manager will release 

records to the requester or representa-
tive in person only upon production of 
satisfactory identification which in-
cludes the individual’s name, signa-
ture, and photograph or physical de-
scription. 

(b) The system manager will release 
copies of records by mail only when the 
circumstances indicate that the re-
quester and the subject of the record 
are the same. The system manager 
may require that the requester’s signa-
ture be notarized or witnessed by two 
individuals unrelated to the requester. 

(c) Identity procedures more strin-
gent than those required in this section 
may be prescribed in the system notice 

when the records are medical or other-
wise sensitive.

§ 1212.203 Disclosures. 
(a) The system manager shall keep a 

disclosure accounting for each disclo-
sure to a third party of a record from a 
system of records. This includes 
records disclosed pursuant to computer 
matching programs (See NASA Man-
agement Instruction (NMI) 1382.18). 

(b) Disclosure accountings are not re-
quired but are recommended for disclo-
sures made: 

(1) With the subject individual’s con-
sent; or 

(2) In accordance with § 1212.203(g) (1) 
and (2), below. 

(c) The disclosure accounting re-
quired by paragraph (a) of this section 
shall include: 

(1) The date, nature, and purpose of 
the disclosure; and 

(2) The name and address of the re-
cipient person or Agency. 

(d) The disclosure accounting shall be 
retained for at least 5 years after the 
disclosure or for the life of the record, 
whichever is longer. 

(e) The disclosure accounting main-
tained under the requirements of this 
section is not itself a system of 
records. 

(f) Records in a NASA system of 
records may not be disclosed to third 
parties without the consent of the sub-
ject individual. However, in con-
sonance with 5 U.S.C. 552a(b), disclo-
sure may be authorized without con-
sent, if disclosure would be: 

(1) To an officer or employee of 
NASA who has a need for the record in 
the performance of official duties; 

(2) Required under the Freedom of In-
formation Act (5 U.S.C. 552) and part 
1206 of this chapter; 

(3) For a routine use described in the 
system notice for the system of 
records; 

(4) To the Bureau of the Census for 
purposes of planning or carrying out a 
census or survey or related activity 
pursuant to the provisions of Title 13, 
U.S. Code; 

(5) To a recipient who has provided 
NASA with advance adequate written 
assurance that the record will be used 
solely as a statistical research or re-
porting record, and the record is to be 
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transferred in a form that is not indi-
vidually identifiable; 

(6) To the National Archives and 
Records Administration as a record 
which has sufficient historical or other 
value to warrant its continued preser-
vation by the United States Govern-
ment or for evaluation by the Archivist 
of the United States or the Archivist’s 
designee to determine whether the 
record has such value; 

(7) To another agency or to an instru-
mentality of any governmental juris-
diction within or under the control of 
the United States for a civil or crimi-
nal law enforcement activity, if the ac-
tivity is authorized by law and if the 
head of the agency or instrumentality 
has made a written request to NASA 
specifying the particular portion de-
sired and the law enforcement activity 
for which the record is sought; 

(8) To a person pursuant to a showing 
of compelling circumstances affecting 
the health or safety of an individual if 
upon such disclosure notification is 
transmitted to the last known address 
of such individual; 

(9) To either House of Congress or, to 
the extent the matter is within its ju-
risdiction, any committee or sub-
committee, or any joint committee of 
Congress or subcommittee of any such 
joint committee; 

(10) To the Comptroller General, or 
any of the Comptroller’s authorized 
representative(s), in the course of the 
performance of the duties of the Gen-
eral Accounting Office; 

(11) Pursuant to the order of a court 
of competent jurisdiction; or 

(12) To a consumer reporting agency 
in accordance with section 3711(f) of 
Title 31.

§ 1212.204 Fees. 

(a) Fees will not be charged for: 
(1) Search for a retrieval of the re-

questing individual’s records; 
(2) Review of the records; 
(3) Making a copy of a record when it 

is a necessary part of the process of 
making the record available for review; 

(4) Transportation of the record(s); 
(5) Making a copy of an amended 

record to provide evidence of the 
amendment; or 

(6) Copies of records if this is deter-
mined to be in the best interest of the 
Government. 

(b) Fees for the duplication of records 
will be assessed in accordance with 
§ 1206.700(a) of this chapter. 

(c) Where it appears that duplication 
fees chargeable under this section will 
exceed $25, the requester shall be pro-
vided an estimate of the fees before 
copies are made. Where possible, the 
requester will be afforded the oppor-
tunity to confer with Agency personnel 
in a manner which will reduce the fees, 
yet still meet the needs of the re-
quester. 

(d) Where the anticipated fee charge-
able under this section exceeds $25, an 
advance deposit of part or all of the an-
ticipated fee may be required.

§ 1212.205 Exceptions to individual’s 
rights of access. 

(a) The NASA Administrator has de-
termined that the systems of records 
set forth in § 1212.501 are exempt from 
disclosure to the extent provided there-
in. 

(b) Medical records. Normally, an indi-
vidual’s medical record shall be dis-
closed to the individual, unless the sys-
tem manages, in consultation with a 
medical doctor, determines that access 
to the record could have an adverse ef-
fect upon the individual. In this case, 
NASA shall allow access to the record 
by a medical doctor designated in writ-
ing by the requesting individual. 

(c) Test and qualification materials. 
Testing or examination material used 
solely to determine individual quali-
fications for appointment or promotion 
in the Federal service the disclosure of 
which would compromise the objec-
tivity or fairness of the testing or ex-
amination process and copies of certifi-
cates of eligibles and other lists of eli-
gibles, the disclosure of which is pro-
scribed by 5 CFR 300.201, shall be re-
moved from an individual’s record con-
taining such information before grant-
ing access. 

(d) Information compiled for civil ac-
tions or proceedings. Nothing in this 
part shall allow an individual access to 
any information compiled in reason-
able anticipation of a civil action or 
proceeding.
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Subpart 1212.3—Amendments to 
Privacy Act Records

§ 1212.300 Requesting amendment. 
Individuals may request that NASA 

amend their records maintained in a 
NASA system of records. This request 
shall be in writing, addressed to the ap-
propriate system manager, and shall 
contain the following: 

(a) A notation on the envelope and on 
the letter that it is a ‘‘Request for 
Amendment of Individual Record under 
the Privacy Act;’’

(b) The name of the system of 
records; 

(c) Any information necessary to re-
trieve the record, as specified in the 
system notice for the system of records 
(See § 1212.201(c)(2)); 

(d) A description of that information 
in the record which is alleged to be in-
accurate, irrelevant, untimely, or in-
complete; and, 

(e) Any documentary evidence or ma-
terial available to support the request.

§ 1212.301 Processing the request to 
amend. 

(a) Within 10 work days of receipt by 
NASA of a request to amend a record, 
the system manager shall provide the 
requester with a written determination 
or acknowledgement advising when ac-
tion may be taken. 

(b) When necessary, NASA may uti-
lize up to 30 work days after receipt to 
provide the determination on a request 
to amend a record. 

(c) If the request for amendment is 
denied, the determination shall explain 
the reasons for the denial and inform 
the requester of the procedures to fol-
low for appeal (See § 1212.4)).

§ 1212.302 Granting the request to 
amend. 

NASA shall make the requested 
amendment clearly on the record itself 
and all information deemed to be inac-
curate, irrelevant, or untimely shall be 
deleted and destroyed. Incomplete in-
formation shall either be amended or 
deleted and destroyed. The individual 
shall then be informed in writing that 
the amendment has been made. If the 
inaccurate, irrelevant, untimely, or in-
complete portion of the record has pre-
viously been disclosed, then the system 

manager shall notify those persons or 
agencies of the amended information, 
referencing the prior disclosures (See 
§ 1212.402).

Subpart 1212.4—Appeals and 
Related Matters

§ 1212.400 Appeals. 
(a) Individuals may appeal to the As-

sistant Deputy Administrator when 
they: 

(1) Have requested amendment of a 
record and have received an adverse 
initial determination; 

(2) Have been denied access to a 
record; or, 

(3) Have not been granted access 
within 30 work days of their request. 

(b) An appeal shall: 
(1) Be in writing and addressed to the 

Assistant Deputy Administrator, 
NASA, Washington, DC 20546; 

(2) Be identified clearly on the enve-
lope and in the letter as an ‘‘Appeal 
under the Privacy Act;’’

(3) Include a copy of any pertinent 
documents; and 

(4) State the reasons for the appeal. 
(c) Appeals from adverse initial de-

terminations or denials of access must 
be submitted within 30 work days of 
the date of the requester’s receipt of 
the initial determination. Appeals in-
volving failure to grant access may be 
submitted any time after the 30 work 
day period has expired (See 
§ 1212.201(f)). 

(d) A final determination on an ap-
peal shall be made within 30 work days 
after its receipt by the Assistant Dep-
uty Administrator, unless, for good 
cause shown, the Assistant Deputy Ad-
ministrator extends such 30 work day 
period. Prior to the expiration of the 30 
work day period, the requester shall be 
notified of any such extension. 

(e) If a denial of a request to amend 
a record is upheld, the final determina-
tion shall: 

(1) Explain the basis for the detail; 
(2) Include information as to how the 

requester goes about filing a statement 
of dispute under the procedures of 
§ 1212.401; and, 

(3) Include a statement that the final 
determination is subject to judicial re-
view under 5 U.S.C. 552a(g).
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§ 1212.401 Filing statements of dispute. 

(a) A statement of dispute shall: 
(1) Be in writing; 
(2) Set forth reasons for the individ-

ual’s disagreement with NASA’s re-
fusal to amend the record; 

(3) Be concise; 
(4) Be addressed to the system man-

ager; and, 
(5) Be identified on the envelope and 

in the letter as a ‘‘Statement of Dis-
pute under the Privacy Act.’’

(b) The system manager shall prepare 
an addendum to the statement explain-
ing the basis for NASA’s refusal to 
amend the disputed record. A copy of 
the addendum shall be provided to the 
individual. 

(c) The system manager shall ensure 
that the statement of dispute and ad-
dendum are either filed with the dis-
puted record or that a notation appears 
in the record clearly referencing the 
statement of dispute and addendum so 
that they may be readily retrieved.

§ 1212.402 Disclosure to third parties 
of disputed records. 

(a) The system manager shall 
promptly provide persons or agencies 
to whom the disputed portion of a 
record was previously disclosed and for 
which an accounting of the disclosure 
exists under the requirements of 
§ 1212.203 of this part, with a copy of the 
statement of dispute and addendum, 
along with a statement referencing the 
prior disclosure. The subject individual 
shall be notified as to those individuals 
or agencies which are provided with 
the statement of dispute and adden-
dum. 

(b) Any subsequent disclosure of a 
disputed record shall clearly note the 
portion of the record which is disputed 
and shall be accompanied by a copy of 
the statement of dispute and adden-
dum.

Subpart 1212.5—Exemptions to 
Individuals’ Rights of Access

§ 1212.500 Exemptions under 5 U.S.C. 
552a (j) and (k). 

(a) These provisions authorize the 
Administrator of NASA to exempt cer-
tain NASA Privacy Act systems of 

records from portions of the require-
ments of this regulation. 

(b) The Administrator has delegated 
this authority to the Assistant Deputy 
Administrator (See § 1212.701). 

(c) For those NASA systems of 
records that are determined to be ex-
empt, the system notice shall describe 
the exemption and the reasons.

§ 1212.501 Record systems determined 
to be exempt. 

The Administrator has determined 
that the following systems of records 
are exempt to the extent provided here-
inafter. 

(a) Inspector General Investigations 
Case Files—(1) Sections of the Act from 
which exempted. (i) The Inspector Gen-
eral Investigations Case Files system 
of records is exempt from all sections 
of the Privacy Act (5 U.S.C. 552a) ex-
cept the following: (b) relating to con-
ditions of disclosure; (c) (1) and (2) re-
lating to keeping and maintaining a 
disclosure accounting; (e)(4) (A) 
through (F) relating to publishing a 
system notice setting forth name, loca-
tion, categories of individuals and 
records, routine uses, and policies re-
garding storage, retrievability, access 
controls, retention and disposal of the 
records; (e) (6), (7), (9), (10), and (11) re-
lating to dissemination and mainte-
nance of records, and (i) relating to 
criminal penalties. This exemption ap-
plies to those records and information 
contained in the system of records per-
taining to the enforcement of criminal 
laws. 

(ii) To the extent that there may 
exist noncriminal investigative files 
within this system of records, the In-
spector General Investigations Case 
Files system of records is exempt from 
the following sections of the Privacy 
Act (5 U.S.C. 552a): (c)(3) relating to ac-
cess to the disclosure accounting, (d) 
relating to access to records, (e)(1) re-
lating to the type of information main-
tained in the records; (e)(4) (G), (H), 
and (I) relating to publishing the sys-
tem notice information as to agency 
procedures for access and amendment 
and information as to the categories of 
sources or records, and (f) relating to 
developing agency rules for gaining ac-
cess and making corrections. 
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(2) Reason for exemptions. (i) The Of-
fice of Inspector General is an office of 
NASA, a component of which performs 
as its principal function activity per-
taining to the enforcement of criminal 
laws, within the meaning of 5 U.S.C. 
552a(j)(2). This exemption applies only 
to those records and information con-
tained in the system of records per-
taining to criminal investigations. 
This system of records is exempt for 
one or more of the following reasons: 

(A) To prevent interference with law 
enforcement proceedings. 

(B) To avoid unwarranted invasion of 
personal privacy, by disclosure of infor-
mation about third parties, including 
other subjects of investigation, inves-
tigators, and witnesses. 

(C) To protect the identity of Federal 
employees who furnish a complaint or 
information to the OIG, consistent 
with section 7(b) of the Inspector Gen-
eral Act of 1978, as amended, 5 U.S.C. 
App. 

(D) To protect the confidentiality of 
non-Federal employee sources of infor-
mation. 

(E) To assure access to sources of 
confidential information, including 
that contained in Federal, State, and 
local criminal law enforcement infor-
mation systems. 

(F) To prevent disclosure of law en-
forcement techniques and procedures. 

(G) To avoid endangering the life or 
physical safety of confidential sources 
and law enforcement personnel. 

(ii) Investigative records within this 
system of records which are compiled 
for law enforcement purposes, other 
than material within the scope of sub-
section (j)(2), are exempt under the 
provisions of 5 U.S.C. 552a(k)(2): Pro-
vided, however, That if any individual is 
denied any right, privilege, or benefit 
that they would otherwise be entitled 
by Federal law, or for which they 
would otherwise be eligible, as a result 
of the maintenance of such material, 
such material shall be provided to such 
individual, except to the extent that 
the disclosure of such material would 
reveal the identity of a source who fur-
nished information to the Government 
under an express promise that the iden-
tity of the source would be held in con-
fidence, or, prior to January 1, 1975, 
under an implied promise that the 

identity of the sources would be held in 
confidence. This system of records is 
exempt for one or more of the following 
reasons: 

(A) To prevent interference with law 
enforcement proceedings. 

(B) To protect investigatory material 
compiled for law enforcement purposes. 

(C) To avoid unwarranted invasion of 
personal privacy, by disclosure of infor-
mation about third parties, including 
other subjects of investigation, law en-
forcement personnel, and sources of in-
formation. 

(D) To fullfill commitments made to 
protect the confidentiality of sources. 

(E) To protect the identity of Federal 
employees who furnish a complaint or 
information to the OIG, consistent 
with section 7(b) of the Inspector Gen-
eral Act of 1978, as amended, 5 U.S.C. 
App. 

(F) To assure access to sources of 
confidential information, including 
that contained in Federal, State, and 
local criminal law enforcement infor-
mation systems. 

(G) To prevent disclosure of law en-
forcement techniques and procedures. 

(H) To avoid endangering the life or 
physical safety of confidential sources 
and law enforcement personnel. 

(iii) Records within this system of 
records comprised of investigatory ma-
terial compiled solely for the purpose 
of determining suitability or eligibility 
for Federal civilian employment or ac-
cess to classified information, are ex-
empt under the provisions of 5 U.S.C. 
552a(k)(5), but only to the extent that 
disclosure would reveal the identity of 
a source who furnished information to 
the Government under an express 
promise that the identity of the source 
would be held in confidence, or prior to 
January 1, 1975, under an implied prom-
ise that the identity of the source 
would be held in confidence. This sys-
tem of records is exempt for one or 
more of the following reasons: 

(A) To fulfill commitments made to 
protect the confidentiality of sources. 

(B) To assure access to sources of 
confidential information, including 
that contained in Federal, State, and 
local criminal law enforcement infor-
mation systems. 

(b) Security Records System—(1) Sec-
tions of the Act from which exempted. 
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The Security Records System is ex-
empted from the following sections of 
the Privacy Act (5 U.S.C. 552a): (c)(3) 
relating to access to the disclosure ac-
counting; (d) relating to access to the 
records; (e)(1) relating to the type of 
information maintained in the records; 
(e)(4) (G), (H), and (I) relating to pub-
lishing the system notice information 
as to agency procedures for access and 
amendment, and information as to the 
categories of sources of records; and (f) 
relating to developing Agency rules for 
gaining access and making corrections. 

(2) Reason for exemption. (i) Personnel 
Security Records contained in the sys-
tem of records which are compiled sole-
ly for the purpose of determining suit-
ability, eligibility, or qualifications for 
Federal civilian employment, Federal 
contracts, or access to classified infor-
mation are exempt under the provi-
sions of 5 U.S.C. 552a(k)(5), but only to 
the extent that the disclosure of such 
material would reveal the identity of 
the source who furnished information 
to the Government under an express 
promise that the identity of the source 
would be held in confidence, or, prior 
to January 1, 1975, under an implied 
promise that the identity of the 
sources would be held in confidence. 
This system of records is exempt for 
one or more of the following reasons: 

(A) To fulfill commitments made to 
protect the confidentiality of sources. 

(B) To assure access to sources of 
confidential information, including 
that contained in Federal, State, and 
local criminal law enforcement infor-
mation systems. 

(ii) Criminal Matter Records are con-
tained in the system of records and are 
exempt under the provisions of 5 U.S.C. 
552a(k)(2): Provided, however, That if 
any individual is denied any right, 
privilege, or benefit that they would 
otherwise be entitled by Federal law, 
or for which they would otherwise be 
eligible, as a result of the maintenance 
of such material, such material shall 
be provided to such individual, except 
to the extent that the disclosure of 
such material would reveal the iden-
tity of a source who furnished informa-
tion to the Government under an ex-
press promise that the identity of the 
source would be held in confidence, or, 
prior to January 1, 1975, under an im-

plied promise that the identity of the 
sources would be held in confidence. 
This system of records is exempt for 
one or more of the following reasons: 

(A) To prevent interference with law 
enforcement proceedings. 

(B) To protect investigatory material 
compiled for law enforcement purposes. 

(C) To avoid unwarranted invasion of 
personal privacy, by disclosure of infor-
mation about third parties, including 
other subjects of investigation, law en-
forcement personnel, and sources of in-
formation. 

(D) To fulfill commitments made to 
protect the confidentiality of sources. 

(E) To assure access to sources of 
confidential information, including 
that contained in Federal, State, and 
local criminal law enforcement infor-
mation systems. 

(F) To prevent disclosure of law en-
forcement techniques and procedures. 

(G) To avoid endangering the life or 
physical safety of confidential sources 
and law enforcement personnel. 

(iii) The system of records includes 
records subject to the provisions of 5 
U.S.C. 552(b)(1) (required by Executive 
order to be kept secret in the interest 
of national defense or foreign policy), 
and such records are exempt under 5 
U.S.C. 552a(k)(1).

Subpart 1212.6—Instructions for 
NASA Employees

§ 1212.600 General policy. 

In compliance with the Privacy Act 
and in accordance with the require-
ments and procedures of this regula-
tion, NASA has an obligation to: 

(a) Advise individuals, when re-
quested, as to whether any specific sys-
tem of records maintained by NASA 
contains records pertaining to them; 

(b) Prevent records being maintained 
by NASA in a system of records for a 
specific purpose from being used or 
made available for another purpose 
without the individual’s consent; and, 

(c) Permit individuals to have access 
to information about themselves in a 
NASA system of records, to have a 
copy made, and, if appropriate under 
subpart 1212.3 of this part, to amend 
the records.
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§ 1212.601 Maintenance and publica-
tion requirements for systems of 
records. 

(a) In maintaining systems of 
records, NASA shall: 

(1) Maintain any record in a system 
of records for necessary and lawful pur-
poses only, assure that the information 
is current and accurate for its intended 
use, and provide adequate safeguards to 
prevent misuse of the information. 

(2) Maintain only information about 
an individual relevant and necessary to 
accomplish a purpose or to carry out a 
function of NASA authorized by law or 
by Executive order of the President. 

(3) Maintain records used by NASA 
officials in making any determination 
about any individual with such accu-
racy, relevance, timeliness, and com-
pleteness reasonably necessary to as-
sure fairness to the individual in mak-
ing the determination. 

(4) Maintain no record describing how 
an individual exercises rights guaran-
teed by the First Amendment unless 
expressly authorized by statute, by the 
individual about whom the record is 
maintained or unless pertinent to and 
within the scope of an authorized law 
enforcement activity. 

(5) Maintain and provide access to 
records of other agencies under NASA’s 
control consistent with the regulations 
of this part. 

(b) Any system of records maintained 
by NASA which is in addition to or 
substantially different from a Govern-
mentwide systems of records described 
in a systems notice published by an-
other agency shall be regarded as a 
NASA system of records subject to the 
requirements of this part, and the 
NASA system notice shall include a 
reference to the system notice of the 
other agency. 

(c) NASA shall provide adequate ad-
vance notice to Congress and OMB of 
any proposal to establish a new system 
of records or alter any existing system 
of records as prescribed by OMB Cir-
cular No. A–130, appendix I.

§ 1212.602 Requirements for collecting 
information. 

In collecting information for systems 
of records, the following requirements 
shall be met: 

(a) Information shall be collected to 
the greatest extent practicable directly 
from the subject individual when the 
information may result in adverse de-
terminations about an individual’s 
rights, benefits, and privileges under 
Federal programs. Exceptions to this 
policy may be made under certain cir-
cumstances, such as one of the fol-
lowing: 

(1) There is a need to verify the accu-
racy of the information supplied by an 
individual. 

(2) The information can only be ob-
tained from a third party. 

(3) There is no risk that information 
collected from third parties, if inac-
curate, could result in an adverse de-
termination to the individual con-
cerned. 

(4) Provisions are made to verify with 
the individual information collected 
from a third party. 

(b) Each individual who is asked to 
supply information shall be informed 
of the following: 

(1) The authority (whether granted 
by statute, or by Executive order of the 
President) for requesting the informa-
tion; 

(2) Whether disclosure is mandatory 
or voluntary; 

(3) The intended official use of the in-
formation; 

(4) The routine uses which may be 
made of the information, as published 
in the system notices; 

(5) The effects, if any, on the indi-
vidual of not providing all or any part 
of the requested information.

§ 1212.603 Mailing lists. 
NASA will not sell, rent, or other-

wise disclose an individual’s name and 
address to anyone, unless otherwise 
specifically authorized by law.

§ 1212.604 Social security numbers. 
(a) It is unlawful for NASA to deny to 

individuals any rights, benefits, or 
privileges provided by law because of 
the individuals’ refusal to disclose 
their social security numbers, except 
where: 

(1) The disclosure is required by law; 
or 

(2) The disclosure is from a system of 
records in existence and operating be-
fore January 1, 1975, and was required 
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under statute or regulation adopted be-
fore that date to verify the identity of 
the individual(s). 

(b) Any time individuals are re-
quested to disclose their social security 
numbers, NASA shall indicate whether 
that disclosure is mandatory or vol-
untary, by what authority the numbers 
are requested, and what uses will be 
made of them.

§ 1212.605 Safeguarding information in 
systems of records. 

(a) Safeguards appropriate for a 
NASA system of records shall be devel-
oped by the system manager in a writ-
ten plan approved by the Installation 
Security Officer. 

(b) When records or copies of records 
are distributed within NASA they shall 
be prominently identified as records 
protected under the Privacy Act and 
shall be subject to the same safeguard, 
retention, and disposition require-
ments applicable to the system of 
records. 

(c) When records or copies of records 
are distributed to other Federal agen-
cies, other than those having custody 
of the systems of records, they shall be 
prominently identified as records pro-
tected under the Privacy Act. 

(d) Records that are otherwise re-
quired by law to be released to the pub-
lic need not be safeguarded or identi-
fied as Privacy Act records.

§ 1212.606 Duplicate copies of records 
or portions of records. 

(a) NASA officials may maintain and 
use, for official purposes, duplicate 
copies of records or portions of records 
from a system of records maintained 
by their own organizational unit. This 
practice should occur only where there 
are justifiable organizational needs for 
it, e.g., where geographic distances 
make use of the system of records time 
consuming or inconvenient. These du-
plicate copies shall not be considered a 
separate NASA system of records. For 
example, an office head or designee 
may keep duplicate copies of per-
sonnel, training, or similar records on 
employees within the organization for 
administrative convenience purposes. 

(b) No disclosure shall be made from 
duplicate copies outside of the organi-
zational unit. Any outside request for 

disclosure shall be referred to the ap-
propriate system manager for response. 

(c) Duplicate copies are subject to 
the same safeguard requirements appli-
cable to the system of records.

Subpart 1212.7—NASA Authority 
and Responsibilities

§ 1212.700 NASA employees. 

(a) Each NASA employee is respon-
sible for adhering to the requirements 
of the Privacy Act and this regulation. 

(b) An employee shall not seek or ob-
tain access to a record in a NASA sys-
tem of records or to copies of any por-
tion of such records under false pre-
tenses. Only those employees with an 
official ‘‘need to know’’ may seek and 
obtain access to records pertaining to 
others. 

(c) Employees shall refrain from dis-
cussing or disclosing personal informa-
tion about others which they have ob-
tained because of their official need to 
know such information in the perform-
ance of official duties. 

(d) To the extent included in a con-
tract which provides for the mainte-
nance by or on behalf of NASA of a sys-
tem of records to accomplish a func-
tion of NASA, the requirements of this 
section shall apply to contractor em-
ployees who work under the contract.

§ 1212.701 Assistant Deputy Adminis-
trator. 

The Assistant Deputy Administrator 
is responsible for: 

(a) Making final Agency determina-
tions on appeals (§ 1212.400); 

(b) Authorizing exemptions from one 
or more provisions of the Privacy Act 
for NASA systems of records (See 
§ 1212.500); and, 

(c) Authorizing an extension for mak-
ing a final determination on an appeal 
(§ 1212.400(d)).

§ 1212.702 Associate Administrator for 
Management Systems and Facili-
ties. 

(a) The Associate Administrator for 
Management Systems and Facilities is 
responsible for the following: 

(1) Providing overall supervision and 
coordination of NASA’s policies and 
procedures under this regulation; 

VerDate jul<14>2003 00:35 Jan 19, 2004 Jkt 203046 PO 00000 Frm 00086 Fmt 8010 Sfmt 8010 Y:\SGML\203046T.XXX 203046T



87

National Aeronautics and Space Admin. § 1212.704

(2) Approving system notices for pub-
lication in the FEDERAL REGISTER; 

(3) Assuring that NASA employees 
and officials are informed of their re-
sponsibilities and that they receive ap-
propriate training for the implementa-
tion of these requirments; and, 

(4) Preparing and submitting the bi-
ennial report on implementation of the 
Privacy Act to OMB and special re-
ports required under this regulation, 
including establishing appropriate re-
porting procedures in accordance with 
OMB Circular No. A–130. 

(b) The Associate Administrator for 
Management Systems and Facilities 
may establish a position of ‘NASA Pri-
vacy Officer,’ or designate someone to 
function as such an officer, reporting 
directly to the Associate Adminis-
trator for Management Systems and 
Facilities, and delegate to that officer 
any of the functions described in para-
graph (a) of this section.

§ 1212.703 Headquarters and Field or 
Component Installations. 

(a) Officials-in-Charge of Head-
quarters Offices, Directors of NASA 
Field Installations and Officials-in-
Charge of Component Installations are 
responsible for the following with re-
spect to those systems of records main-
tained in their organization: 

(1) Avoiding the establishment of new 
systems of records or new routine uses 
of a system of records without first 
complying with the requirements of 
this regulation; 

(2) Ensuring that the requirements of 
this regulation and the Privacy Act are 
followed by employees; 

(3) Ensuring that there is appropriate 
coordination within NASA before a de-
termination is made to disclose infor-
mation without the individual’s con-
sent under authority of 5 U.S.C. 552a(b) 
(See § 1212.203(g)); and 

(4) Providing appropriate oversight 
for responsibilities and authorities ex-
ercised by system managers under 
their jurisdiction (§ 1212.704). 

(b) Directors of NASA Field Installa-
tions and Officials-in-Charge of Compo-
nent Installations or designees may es-
tablish a position of installation Pri-
vacy Officer to assist in carrying out 
the responsibilities listed in paragraph 
(a) of this section.

§ 1212.704 System manager. 
(a) Each system manager is respon-

sible for the following with regard to 
the system of records over which the 
system manager has cognizance: 

(1) Overall compliance with the 
‘‘Privacy Act—NASA Regulations’’ 
(NASA Management Instruction (NMI) 
1382.17) and the Computer Matching 
Program (NMI 1382.18); 

(2) Ensuring that each person in-
volved in the design, development, op-
eration, or maintenance of the system 
of records is instructed with respect to 
the requirements of this regulation and 
the possible penalties for noncompli-
ance; 

(3) Submitting a request to the As-
sistant Deputy Administrator for an 
exemption of the system under subpart 
1212.5 of this part, setting forth in pro-
posed rulemaking form the reasons for 
the exemption and citing the specific 
provision of the Privacy Act which is 
believed to authorize the exemption; 

(4) After consultation with the Office 
of the General Counsel or the Chief 
Counsel, making reasonable efforts to 
serve notice on an individual when any 
record on such individual is made 
available to any person under compul-
sory legal process when such process 
becomes a matter of public record; 

(5) Making an initial determination 
on an individual’s request to correct or 
amend a record, in accordance with 
§ 1212.302; 

(6) Prior to disclosure of any record 
about an individual, assuring that the 
record is first reviewed for accuracy, 
completeness, timeliness, and rel-
evance; 

(7) Authorizing disclosures of a 
record without the individual’s consent 
under § 1212.203(g) (1) through (12); 

(8) Responding within the require-
ments of § 1212.200 to an individual’s re-
quest for information as to whether the 
system contains a record pertaining to 
the individual; 

(9) Responding to an individual’s re-
quest for access and copying of a 
record, in accordance with subpart 
1212.2 of this part; 

(10) Amending a record under subpart 
1212.3 of this part, or filing in an indi-
vidual’s record a statement of dispute; 

(11) Preparing an addendum to an in-
dividual’s statement of dispute to be 
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filed in the individual’s records, in ac-
cordance with § 1212.401; 

(12) Maintaining disclosure account-
ings in accordance with 5 U.S.C. 552a(c) 
and 14 CFR 1212.203. This includes 
records disclosed pursuant to any com-
puter matching programs; 

(13) Notifying persons to whom a 
record has been disclosed and for which 
an accounting was made as to disputes 
and corrections involving the record; 
and 

(14) Developing appropriate safe-
guards for the system of records in ac-
cordance with § 1212.605(a). 

(b) Where a system of records has 
subsystems described in the system no-
tice, the subsystem manager will have 
the responsibilities outlined in para-
graph (a) of this section. Although the 
system manager has no line authority 
over subsystem managers, the system 
manager does have overall functional 
responsibility for the total system, and 
may issue guidance to subsystem man-
agers on implementation of this part. 
When furnishing information for re-
quired reports, the system manager 
will be responsible for reporting the en-
tire system of records, including any 
subsystems. 

(c) Exercise of the responsibilities 
and authorities in paragraph (a) of this 
section by any system or subsystem 
managers at a NASA Installation shall 
be subject to any conditions or limita-
tions imposed in accordance with 
§ 1212.703 (a)(4) and (b).

§ 1212.705 Assistant Administrator for 
Procurement. 

The Assistant Administrator for Pro-
curement is responsible for developing 
appropriate procurement regulations 
and procedures under which NASA con-
tracts requiring the maintenance of a 
system of records in order to accom-
plish a NASA function are made sub-
ject to the requirements of this part.

§ 1212.706 Delegation of authority. 

Authority necessary to carry out the 
responsibilities specified in this regula-
tion is delegated to the officials 
named, subject to any conditions or 
limitations imposed in accordance with 
this subpart 1212.7.

Subpart 1212.8—Failure to Comply 
With Requirements of This Part

§ 1212.800 Civil remedies. 
Failure to comply with the require-

ments of the Privacy Act and this part 
could subject NASA to civil suit under 
the provisions of 5 U.S.C. 552a(g).

§ 1212.801 Criminal penalties. 
(a) A NASA officer or employee may 

be subject to criminal penalties under 
the provisions of 5 U.S.C. 552a(i) (1) and 
(2). 

(1) Section 552a(i)(1). Any officer or 
employee of an agency, who by virtue 
of employment or official position, has 
possession of, or access to, agency 
records which contain individually 
identifiable information the disclosure 
of which is prohibited by this section 
or by rules or regulations established 
thereunder, and who knowing that dis-
closure of the specific material is so 
prohibited, willfully discloses the ma-
terial in any manner to any person or 
agency not entitled to receive it, shall 
be guilty of a misdemeanor and fined 
not more than $5,000. 

(2) Section 552a(i)(2). Any officer or 
employee of any agency who willfully 
maintains a system of records without 
meeting the notice requirements of 
subsection (e)(4) of this section shall be 
guilty of a misdemeanor and fined not 
more than $5,000. 

(3) These two provisions apply to 
NASA civil service employees as well 
as those employees of a NASA con-
tractor with responsibilities for main-
taining a Privacy Act system of 
records. 

(b) Section 552a(i)(3). Any person who 
knowingly and willfully requests or ob-
tains any record concerning an indi-
vidual from an agency under false pre-
tenses shall be guilty of a misdemeanor 
and fined not more than $5,000.

PART 1213—RELEASE OF INFORMA-
TION TO NEWS AND INFORMA-
TION MEDIA

Sec.
1213.100 Scope. 
1213.101 Policy. 
1213.102 Responsibility. 
1213.103 Procedures for issuance of news re-

leases. 
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